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Name of Respondent 
	
:

	
	Designation / Title
	
:

	
	Phone Number
	
:

	
	Email address
	
:

	
Name of Reviewer/Approver 
	
:

	
	Designation / Title
	
:

	
	Phone Number
	
:

	
	Email address
	
:

	
Date
	
:








Instruction

This questionnaire should be completed by senior officers who have direct knowledge of the institution's technology operations and systems.  The response should be reviewed by his / her superior.
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Note:
(a)
Please provide the latest relevant information.
(b)
It is not necessary to submit policies and procedures or additional documents unless requested.
(c)
For items that are not applicable, please indicate with “N/A”.
)


[bookmark: _Toc411526677]A.	OVERVIEW OF OUTSOURCing arrangement 

1.	Indicate the name of the Service Provider for this outsourcing arrangement. If there any other parties involved in the outsourcing arrangement, please also provide the names of those parties and state their role in the outsourcing arrangement.

	



2.	When is the proposed start date of this outsourcing arrangement?

	





	Yes
	No



	3.
	Has your organisation assessed this to be a material or significant outsourcing arrangement (as according to the MAS Outsourcing Guidelines)  
	
	
	

	
	
	
	
	

	4.
	Is the outsourcing arrangement a cloud computing arrangement? 

	
	
	

	
	
	
	
	


5.	List all proposed service(s) to be outsourced to the Service Provider, and indicate if the outsourced service is critical to your business or operations:

	S/N
	Service(s) to be outsourced
	Critical
(Y/N)

	
	
	

	
	
	

	
	
	



6.	List all the types of data that would be processed or stored by the Service Provider, and indicate if the data is considered to be sensitive.

	S/N
	Type of Data
	Processed / Stored / Both
	Sensitive
(Y/N)

	
	
	
	

	
	
	
	

	
	
	
	



7.	Please provide the background on why your organisation has decided to outsource the service(s). What were the business and operational considerations?
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1.	Has a compliance check for the proposed outsourcing arrangement been performed against the MAS Guidelines on Outsourcing, and MAS Notice and Guidelines on Technology Risk Management? Provide the list of all gaps identified and explain in details how each gap is addressed by your organisation. 

	



2.	Will all identified security and control gaps be resolved prior to the commencement of this outsourcing arrangement? If not, please explain why and state when they can be resolved.

	





3.	Has explicit provisions been made in the outsourcing agreement to enable regulatory bodies (including MAS) and appointed personnel, such as auditors, to carry out inspection or examination of the Service Provider’s as well as sub-contractor’s facilities, systems, processes and data relating to the services provided to your organisation? Please explain in details if explicit provisions have not been made.
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1.	Has your management considered the overall business and strategic objectives prior to outsourcing the specific IT operations? Please elaborate on the factors considered and the rationale for entering this outsourcing arrangement.

	



	Yes
	No



	2.
	Has Board approval been sought prior to signing the outsourcing contract?


	
	
	

	
	
	
	
	

	3.
	Has the Board of Directors or a relevant Committee of the Board been apprised and acknowledged the risks presented to them?


	
	
	

	
	
	
	
	


If you answered “No” to any of Questions, please explain:
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1.	Has your organisation performed a risk assessment of this outsourcing arrangement, including security risk assessment against the latest security threats? Please elaborate on the key risks and threats that have been identified for this outsourcing arrangement and the actions that have been or will be taken to address them.

	



2.	If the outsourcing arrangement requires system connectivity between your organisation and the Service Provider, how does your organisation protect your networks and systems from the potential threats arising from the system connectivity?

	



3.	If the outsourcing arrangement involves the processing or storage of any sensitive information at the Service Provider, how does your organisation address the risk of unauthorised disclosure as well as intentional or unintentional leakage of those information? Please provide details of the preventive and detective measures in place, if any.
	
	



4.	Does the Service Provider employ a system architecture that involves multi-tenancy and data commingling for the outsourced service(s)? If so, how are the associated risks addressed?

	



5.	Are the outsourced operations using hardware (i.e. servers/network devices) dedicated to the organization?
 
	






[bookmark: _Toc411526681]E.	Vendor Management & monitoring

1.	Is there a vendor management process to monitor the performance of the Service Provider?  Please elaborate.

	



2.	Does your organisation have a process to audit the Service Provider to assess its compliance with your policies, procedures, security controls and regulatory requirements? Please elaborate.
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· [bookmark: _Toc411526683]pROTECTION OF SENSITIVE / CONFIDENTIAL INFORMATION

1.	Have you obtained from the Service Provider a written undertaking to protect and maintain the confidentiality of your sensitive data? 

	



2.	Is the Service Provider able to isolate and clearly identify your sensitive data (e.g. customer data, documents, records and assets) to protect their confidentiality? Please explain how your sensitive data can be isolated and identified.

	



3.	Is end-to-end application layer encryption implemented to protect the transmission of PINs?

	



4.	What other security controls are put in place to protect the transmission and storage of sensitive production and backup data (e.g. customer data) within the infrastructure of the Service Provider?

	



5.	Are there procedures established to securely destroy or remove the organisation’s production and backup data stored at the Service Provider when the need arises? Please elaborate.
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6.	Where are the data centre(s) of the Service Provider located? Indicate the data centre(s) in which your organisation’s sensitive data would be stored and/or processed.

	No.
	Locations of Data Centre
	Classification of DC: Tier I, II, III or IV
	Storing your organisation’s data (Y/N)

	
	
	
	

	
	
	
	

	
	
	
	



7.	Have you obtained a report on the Threat and Vulnerability Risk Assessment on the physical security and environmental controls of the data centre(s)? What were the key risks and security issues raised, and how were they addressed?

	



· [bookmark: _Toc411526685]USER AUTHENTICATION & ACCESS MANAGEMENT

8.	Does the Service Provider have privileged access or remote access to perform system/user administration for the outsourced service? If so, does the Service Provider have access to your organisation’s sensitive data? Please provide details on the controls implemented to mitigate the risks of unauthorised access to sensitive data by the Service Provider, or other parties. 

	




9.	Are the following controls and measures put in place at the Service Provider?
 
	Yes
	No

	a. The activities of privileged accounts are logged and reviewed regularly.

	
	
	

	b. 
	
	

	c. Audit and activity logs are protected against tampering by privileged users.


	
	
	

	d. 
	
	
	

	e. Access to sensitive files, commands and services are restricted and protected from manipulation.

	
	
	

	f. 
	
	

	g. Integrity checks are implemented to detect unauthorised changes to databases, files, programs and system configuration.

	
	
	

	h. 
	
	
	

	i. Password controls for the outsourced systems and applications are reviewed for compliance on a regular basis.

	
	
	

	
	
	
	

	j. Access rights for the outsourced systems and applications are reviewed for compliance on a regular basis.

	
	
	

	k. 
	
	
	


If you answered “No” to any of the above, please explain:
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1.	For your organisation’s data residing at the Service Provider, what are the backup and recovery arrangements?
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	Yes
	No

	1.
	Is there a contingency plan in the event of the unexpected cessation of the Service Provider?

	
	
	

	
	
	
	

	2.
	Do you have the right to terminate the SLA in the event of default, ownership change, insolvency, change of security or serious deterioration of service quality?

	
	
	

	
	
	
	
	

	3.
	In the event of contract termination with the service provider, either on expiry or prematurely, are you able to have all IT information and assets promptly removed or destroyed?


	
	
	

	
	
	
	
	

	
	
	
	
	


If you answered “No” to any of the questions above, please explain:
	







~THE END~
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