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‘We would like to clarify on the following:

»  What is the legal framework for the insurer’s responsibility if it's tied agents orit’s
financial advisers (FAs) are found to have committed an offence under the proposed
Notice?

Given that agents are independent parties and the insurer can only exercise limited
control over their use of IT components, we seek clarity on the extent of
accountability of the insurer for the agent’s offence under the proposed Motice.
‘We feel that it may be appropriate to restrict its applicability to insurance agents /
any licensed financial adviser under the Financial Advisers Act (Cap. 110) at this
point until 2 consensus is reached on this.

s  Will the proposed MNotice intended to cover the cyber hygiene practices of third
parties used by the insurer?

+III#. ' *
AlA
China Taiping

The notice should be applicable and would help Fls further enhance their security
control.

Tokio Marine Life

The applicability of the Notice needs to be further defined. Where it is stated “any
insurance intermediary registered or regulated under the Insurance Act”, as an example;
would this mean that the insurer have to be accountable for its intermediary’s (e.g. Tied
Agent's) security controls? And would MAS place the onus on the insurer to ensure its
intermediaries have the same if not higher security controls standards to its own?
‘Who would be accountable if the intermediary agency is found to be in non-compliance,
would the Insurance grganisation be held responsible or would the onus fall on the
intermediary?

;o . 3P ++1&&& <

AlA

‘We would like to clarify if this definition refers to all end user devices such as USB drives,

portable hard disks, mobile phones, any user typically has full privileges and unrestricted
access.

China Taiping

“administrative account” definition needs to be defined clearer. In big organisations,
most administrative accounts don't have full privileges.

Manulife ‘We would like to seek further clarification on the definition of “full privileges and
unrestricted access”.
NTUC Income Could a separate definition be designated for “full privileges”? For example: Full

privileges would infer “Read, Modification, Delete, Execute” entitlements or is it that as
long as the entitlement has the ability to perform madification, it would have been
assume “full privileges™?

01
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AlA

The definition of “confidential information” under {b) is overly broad and not in line with
industry practice.

We make a distinction between ‘Highly Confidential’, ‘Confidential’, ‘Restricted’ and
‘Public Information’, where ‘Restricted’ applies to information that is primarily
operational in nature and will have limited or insignificant impact if involuntarily
disclosed.

The proposed wording under {b) will place the inadvertent disclosure of “Restricted”
information on the same level of sensitivity as that of confidential information.

Manulife

The definition of “cenfidential information™ needs further elaboration. An entity would
always have information that is not publicly available or made available but it might not
be deemed as confidential.

Does Fl have the discretion to assess and determine what informaticn is confidential
information as per their internal data classification policy? Scope of the definition of
“confidential information” provided in the draft notice may encompass majerity of FI's
information as any internal information were not made available to the public.

Tokio Marine Life

This definition provides guidance on what are considered to be confidential information.
However, to avoid any ambiguity, and to facilitate consistency within the industry, it
may be better to give more clarity on what would constitute as “publicly available”
informaticn.

%

01
01

AlA

The definition of “critical system” is similar but not the same as that in the ‘Notice On
Technology Risk Management” dated 21 June 2013. The latter has *..customers, such
as a system which— (a)..." whilst this propeosed definition has “customers _includes but
is not limited to a system which— (a)..”

The proposed definition would seem to reguire that any system which meet (a) or (b) to
be defined as ‘critical system’ whereas the Notice on TRM would allow for the
framework for defining such systems.

‘We suggest that the language of the TRM Notice be used or language to be consistent
for both Notices.

Tokio Marine Life

Moted that the definition of “critical systems” is largely similar to the definition of
“critical systems” within MAS N127. We would like to clarify if the two terms are
referring to the same kinds of system?

Transamerica Life

Does ‘system failure’ refer to availability or confidentiality and integrity failure?

0,-1

AlA ‘We would like to clarify whether this definition extends to end user devices such as USB
(thumb) drives and portable hard disks.

Manulife We would like to seek further clarification on the definition of “other infermation
technology component”.

26
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NTUC Income

The definition of multi-factor authentication seems narrow. Does SMS-OTP satisfy the
requirement? Better to have it explicitly mentioned or some may interpret that it is not
allowed as it was not menticned.

Tokio Marine Life

The three characteristics (i.e. what you know, has and is) provided a set of useful
principles to identify multi-factor authentication. However, for (b) “something the
account holder has” seem to make refer more to a hardware device. We would like to
clarify if OTP received via 5MS or email address would fall into this category of
acceptable multi-factor authentication. Based on our understanding, currently SingPass
uses email to send OTP for “forget password” function.

3

Tokio Marine Life

MAS" definition of hygiene is not clearly defined if it is supposed to be baseline,
fundamental or minimum standards that Fi(s) need to take into consideration in the
context of cyber security. Example, the extent to which the notice is extended and
applied might be too comprehensive to be considered a hygiene factor.

.owx . $$ +#(|

# #

#&(1&* <
#

Manulife

‘We would like to seek clarification on the expectation for “secure”. Does recording all
administrative accounts in its system refer to inventorising all account details {for
instance maintaining a password vault)?

AlA

This requirement may be beyond the capability of the individual insurance
adviser/agent who may, at most, only be able to set automatic updates for his maobile
phones and laptops/desktop devices.

01 25
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AlA This requirement would seem to require that each and every system in use must have a
documented standard. We would like to clarify if this interpretation is correct. In
practice, this is not the case nor is it practicable

China Taiping How frequent do we have to review and enderse our written security standards? Also,
wheo can endorse the written security standards?

Manulife Would there be any guidelines provided by the Authority for Fis to refer to on the
expected level of security standards for systems? Does every system require a set of
security standard?

AlA This requirement is beyond the expertise of individual insurance agents who may setup
small networks (e.g. to interconnect two PCs to & printer and for internet access) for
their own use.

NTUC Income Annex B, Para 7 - Firewall: Configure any implemented firewalls and regularly review

the firewall rules to only allow authorised network traffic to pass through.
‘Would this requirement also include application communication firewall rules between
or within internal network too? For example, within internal network but across

multiple sites.

#) #

NTUC Income

Does anti-virus implementation include non-Windows systems (such as Linux or Unix)
where anti-virus solutions may not be available? For such situation, what is the
acceptable workaround?

7)) #

01
01

#
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AlA

For (o), this can be interpreted as requiring any user {who potentially has access to
confidential data on the system) who logs in to use MFA from the start, even if at that
point, he is net accessing confidential data. E.g. the practice of banks where initial login
shows only basic account data and MFA is only required for detailed transaction
information.

Please confirm if this requirement precludes a risk-based approach to logins.

We feel this requirement should not be extended to third party providers, over which
the entity has limited influence or control over their login controls.

Does this requirement for MFA preclude the use of ‘dual password control’ as a means
of authentication?

China Taiping

If we use enterprises widely adapted authentication solution CAA (Cloud Adaptive
Authentication), is it considerad as MFA? Also, if a system is only accessible by one or
two administrator(s), do we still need to implement MFA?

With regards to implementing multi-factor authentication for critical systems and
remote access, same legacy systems may not support multi-factor authentication. If the
systems does not support multi-factor authentication, can Fls follow their standard risk
assessment and acceptance process?

Suggest to apply multi-factor authentication to remote access only and send user login
notification to the user whenever their account is accessed along with the source [P
address and country.

Manulife

Iz implementation of multi-factor authentication also applicable to internal facing
systems or only public facing systems over the internet?

NTUC Income

The implementation of multi-factor authentication in this Motice apply to critical
systems. This is good-to-have practice for non-critical systems and not bound by this
Naotice.

Zurich Int’l Life

* Iz Fl required to implement multi-factor to all administrator accounts (service and
end user?)

= |f administrator accounts are managed via Password Management Tool that
requires 2FA to access the tool and utilises auto password resets, does this suffice?
Or must the 2FA be implemented directly accessing the admin account?

= Please confirm if administrator accounts applies to all layers? 05, Database,
Application accounts?

*  As confidential information may be stored with a vendeor and/or in the doud, what
is the expectation of management of administrator accounts for vendors who are
engaged by the FI?

3

Tokio Marine Life

We are of the view that there needs to be more consistency between the TRM
Guidelines, TRM Notice and Cyber Hygiene MNotice. The terms used need to mean the
same and the requirements do not deviate from each other as this i3 currently causing
some confusion. An example, TRM provides boundaries around systems updates and
patching where systems updates should be done to Operating Systems level and to basic
application. This is not mentioned at all in the Cyber Hygiene notice where it leaves a lot
of room for interpretation.

In addition, we would like to seek clarifications from MAS if it is mandatory 1o also
impose these hygiene practices on the outsourcing service providers engaged by the FL.

0, ** .

$F + "&E&E $ &+<

AlA

The proposed effective date of 12 months from date of issuance of the Notice is the
bare minimum and should not be shortened.

China Taiping We also believe that one year may be not enough for us to fully compliant with the new
reguirements. Two years may be reasonakle for us.
Tokip Marine Life | Dependent on the clarification to be provided by MAS, we are of the view that the 12

manths implementation period might be too short as human resources and budget may
be & constraint. The notice would realistically require about <put in realistic length of
time> to be implemented given the initial understanding of the scope and depth of
application.
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